IHamaTka mo 0e30IacCHOCTH HNIKOJbHUKOB B CeTH
NHuTepHeTe

C KaXIAbIM T'OAOM MOJOACKHN B HHTCPHCTC CTAHOBUTLCA 6OJIBHIC, a IIKOJIbHUKH
OAHN U3 CaMBIX AKTHBHBIX I10JIb30BaTEeIICH PYHGTa. MC)I(I[y TCM, IIOMHUMO OI'POMHOIO
KOJINYCCTBA BO3MO>KHOCT€I>1, HHTCPHCT HCCCT U HpO6HCMBI. OTa nmamsTka JOJDKHA ITIOMOYb
TeOe Oe301acHo HaXOIUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMnbroTepHBIE BHPYC — 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYUTEIHHOH OCOOCHHOCTBHIO KOTOPOM SIBISIETCS CIMOCOOHOCTh K pa3sMHOXKEHHIO. B
JOTIOJHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WU MOJHOCTBIO YHUUYTOKUTH BCE (haiiiIbl
Y JaHHbIe, IOJAKOHTPOJBbHBIE IMOJB30BATEN0, OT HMMEHH KOTOpPOro ObLla 3amyllieHa
3apak€HHas IMporpamMma, a TaKKe IMOBPEIUTh WM JAKE€ YHUUYTOKUTH ONEPALIMOHHYIO
CUCTEMY CO BceMHu (ailmamMu B 1enoM. B OOJBIIMHCTBE CllydyaeB paclpOCTPaHSIIOTCS
BHUPYCBHI YEPE3 UHTEPHET.

MeTtoasbl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

* Hcnosp3yli COBpPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOIINE CEpPbE3HBIN
YPOBEHbB 3aIlUTHI OT BPEIOHOCHBIX IIPOTPaMM;

* [TocTosiHHO ycTaHaBiIMBal MayTH (LUQPPOBbIE 3aIJIaTKU, KOTOPbIE aBTOMaTUYECKU
YCTaHABIMBAIOTCS C LEIbI0 JOPAOTKM MpPOrpaMMbl) M JpyrHe OOHOBJICHHSI CBOEU
orneparmoHHo# cucteMbl. CkaunBail UX TOJBKO ¢ ouIManbHOro caiita pazpadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTUYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

* Orpannub PU3MYECKHI TOCTYI K KOMIIBIOTEPY JIs1 TOCTOPOHHUX JIUI;

* Mcnonb3yii BHEIIHKE HOCUTENU MH(OPMAIUK, TaKue Kak (pienika, Tuck win Qaiin
U3 UHTEPHETA, TOJBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

 Paboraii Ha cBOeM KOMIIBIOTEpE TIOJI MpaBamMH I[OJIb30OBATENs, a He
aJMUHUCTpATOpa. OTO HE TMO3BOJUT OOJNBIIMHCTBY BPEAOHOCHBIX IPOrPaMM
MHCTaJUINPOBATHCA HA TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

 Hcnosnb3yii  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOAYKTBI  H3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0as3;

* He oTkphiBaii KOMIbIOTEPHBIC (haiiibl, MOTYYECHHBIE U3 HEHAIEKHBIX UCTOUYHUKOB.
Haxe Te daiibl, KOTOpbIe MPUCTAT TBOM 3HAKOMBIN. Jlydille yTOUHHU y HETO, OTIPAaBIISII
JIM OH Te0e uX.

Cern WI-FI

Wi-Fi - 570 He BHI niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpeH I, MapKa.
Eme B 1991 ronmy Huaepnanjckass kommnaHus 3apeructpupoBana opeHn « WECA», uto
o0o3Hauano cioBocodetanne «Wireless Fidelity», KkoTopwlii mepeBoAMTCS  Kak
«OecnpoBoiHasl TOYHOCTH». Jl0 Halllero BpeMeHH Joluia apyras adbOopeBuaTypa, KoTopas
SABJISICTCSI TAaKOW >kKe TexHosiorueil. 1o abOpeBmatypa «Wi-Fi». Takoe HazBanme ObLIO
JaHO C HaMEKOM Ha CTaHJapT BhICIIMK 3ByKoBou TexHuku Hi-Fi, uro B mepeBome
03HAYAET «BBHICOKASI TOYHOCTHY.

Jla, OecruiaTHBII WHTEPHET-IOCTYN B Kade, OTEeNsIX W adpomopTax SBISETCS
OTJIIMYHOW BO3MOKHOCTBIO BBIXOJIa B WMHTEpHET. HOo MHOTHME SKCHepThl CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SABISIOTCS 6€30TIaCHBIMH.

CoBeThl 110 6€301aCHOCTH paboTe B 00IIEAOCTYMHBIX ceTsix Wi-fi:



* He nepenasait cBoro jauuHyto nHpopmanuio depe3 oodmenoctynusie Wi-Fi cetn.
PaboTas B HuX, *enaTesIbHO HE BBOAUTH NApOJIu AOCTYNA, IOTHHBI U KAKUE-TO HOMEPA;

* Vcnonb3yii 1 OOHOBIISII aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMayep. TeM cambiM
ThI 00€e30Macuib cedst OT 3aKaYKW BUpyca Ha TBOE YCTPOMCTBO;

* IIpu ucnons3oBanun Wi-Fi otkimtoun Qyskiuio «OO0umit goctyn K ¢aiinam u
npuHTepam». JlaHHas (QyYHKIUS 3aKpbiTa 1O YMOJYAHUIO, OJHAKO HEKOTOpPhIC
M0JIb30BATENIM aKTUBUPYIOT €€ /sl y100CTBa KCTI0JIb30BaHUs B paboTe win yueoe;

* He ucnonw3yit myonuunbii WI-FI ju1st nepenaun TUYHBIX TaHHBIX, HAIPUMEDP IS
BBIXO/Ia B COLIMAJIbHBIE CETH WU B AJICKTPOHHYIO MOYTY;

* Unonb3yit Tonpko 3anunieHHoe coenunenue uepe3 HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBOIM UMEHHO «https://»;

« B wMoOunpHOM Tenedone otkmoun ¢ynknuto <«lloaxmouenne k  Wi-Fi
aBToMaTtuyeckm». He momyckait aBToMaTHUECKOTO MOIKIIOYEHHS YCTPOHUCTBA K ceTaM Wi-
F1 6e3 TBo€ro cornacus.

CouuajbHbie ceTH

ConuasibHble CETH aKTUBHO BXOAST B Hallly »KU3Hb, MHOTHE JIOAM paboOTaroT U
KUBYT TaM NOCTOSIHHO, a B Facebook ye 3aperucTpupoBaH MWILIHAp] YEJIOBEK, UTO
ABJISIETCSL OAHOW CEABMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIb30BATENHM HE IIOHUMAIOT,
41O MHGpOpMaus, pa3MElIeHHas UMH B COLMAJIbHBIX CETSAX, MOKET ObITh HaijleHa U
MCIIOJIb30BaHa K€M YTOJIHO, B TOM UHUCIIE HE 0053aTENbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHOBHBIE COBETHI 10 0€30IIACHOCTH B COLMAIBbHBIX CeTHAX:

* Orpannyb CcnHCOK JApy3el. Y TeOs B JIpy3bsX HE JOJDKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOJICH;

* 3amuMinaid CBOIO YacTHYIO *u3Hb. He yka3biBail maposu, TenedoHsl, agpeca, AaTy
TBOETO POXACHUS M APYIYIO JHUYHYIO HH(OpManuio0. 3I0YMBIIUIEHHUKA MOTYT
MCIIOJIb30BaTh Jaxe UH(OPMAIUIO O TOM, KaK Thl U TBOM POAUTENH IUIAHUPYETE TPOBECTH
KAHUKYJIbI;

* anuinai CBOIO PEMyTalUIO - JEPXKHU €€ B UUCTOTE U 3aJaBail cebe BOMpoC: XOTell
Obl Thl, YTOOBI JApyTryUe MOJB30BaTEIM BUJIENIH, UYTO Thl 3arpyxaemb? [lomymail, mpexne
YeM YTO-TO OIyOJIMKOBaTh, HAIUCATh U 3arPYy3UTh;

 Eciiv ThI TOBOPHUILB C JIFOIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE PEAJIBHOE
UMS U IpYTYIO JIUYHYIO HH(OPMALIUU: UMSI, MECTO )KUTEJIBCTBA, MECTO Y4eObl U MTpOYee;

* Uzberait pasmemenuss Qororpaduit B HMHTepHere, rae Thl H300paxeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OIPENEIUTH TBOE MECTOIOJI0KEHUE;

* Ilpu perucrpanuu B COLUMAIBHOM CETH HEOOXOAMMO HCIONb30BATH CIIOKHBIC
MapoJiv, COCTOSAUIME U3 OYKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

o Jlnga couManbHOM CETH, MOYTHI M JAPYTHX CAUTOB HEOOXOJIMMO HCIOIb30BATh
pazHble maponu. Toraa eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU MOJIyYaT AOCTYI
TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbIH

DNeKTpOHHBIC JIEHBIM — OTO OYeHb YAOOHBIM CIOCOO TIUIaTeX e, OJHAKO
CYIIIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTAT MOJYYUTH 3TH JICHBTH.

DNeKTpOHHBIC JEHBI'M TMOSBWINCH COBCEM HENaBHO W MMEHHO H3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX TMOp HE MPOMUCAHO MPO HUX B 3aKkoHaX. B Poccun xe oHn
(GYHKIMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, T/ WX Pa3ACNIIOT Ha HECKOJIHKO
BUJIOB — aHOHHMMHBIC M HE aHOHWMHBIC. Pa3HuIla B TOM, YTO aHOHMMHBIC - 3TO TE, B



KOTOPBIX pa3peuiaeTcs MPOBOJUTH OmNepanuud 0e3 UACHTU(UKAIUMU MOJIb30BaTeNsd, a B
HEAHOHHWMHBIX UACHTU(UKAIINY [TOJIb30BATENs SABISETCS 0053aTENbHOM.

Taxke  cieayer  pa3iauyarh  JJIEKTpPOHHbIE  (UaTHbIE  JE€HbIM  (paBHBI
roCyJapCTBEHHbIM BaJIOTaM) M DJJIEKTPOHHbIE HeQUaTHbIE JEHbIrU (HE paBHBI
roCcyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON pabOTe C INEKTPOHHBIMU JIEHbAMU:

* [IpuBsiku K cyeTy MOOWIBHBIN TenehoH. ITO camblil yAOOHBIN U OBICTPBIN CIIOCO0
BOCCTaHOBUTH NOCTYM K cuery. [IpuBsizaHHbIi TenedoH MOMOXKET, eciau 3a0yAelb CBON
IJIATEKHBIN apOoJib WU 3aiIelIb HA CAT C HE3HAKOMOTO YCTPOMCTBA;

* HUcnonw3yit ogHOpa3oBbie naponu. [locne nepexona Ha yCHIEHHYIO aBTOPU3ALUAI0
Tebe yke He OyJIeT yrpoKaTh ONAaCHOCTh KPAKU MJIM NIEPEXBATa IJIATEKHOTO MMapois;

* BoiOepu cioxHbIil napoiib. [IpectynHukam OyaeTr HE MPOCTO yrajaaTh CIIOKHBIN
napoJib. HanexxHble maposii — 3TO Mapojiv, KOTOpPHIE COJIEpkKAaT HE MEHEe 8 3HAKOB H
BKJIFOYAIOT B C€0s1 CTPOYHBIE U MPONKUCHBIE OYKBBI, HUPPHI U HECKOJIBKO CUMBOJIOB, TAKHUE
KaK 3HaK Jojuiapa, GyHTa, BOCKJIHMIIATEIBbHBIN 3HaK U T.11. Hapumep, $tRONQ!;;

* He BBOIM CBOM JIMYHBIE JAaHHBIEC HA CAliTaX, KOTOPBIM HE JOBEPSIEILIb.

DJIeKTPOHHAs MOYTA

DNEeKTpoHHAss IOYTa — JTO TEXHOJIOTHS U MPEJOCTABISIEMBIE €K YCIYTH IIO
NEPEChUIKE U IMOJIyYEHUIO DSJIEKTPOHHBIX COOOUICHHH, KOTOpbIE pACIPENENAOTCs B
KOMITBIOTEPHOU CETH.

OOBIYHO AJEKTPOHHBIA TIOYTOBBIM SIIUK BBITVISIAUT  CIEAYIOIUM OOpa3oM:
UMs_T0JIb30BaTEsI(@UMsL_JToMeHa. Takke KpoMe Iepelayd MpOCTOro TEKCTa, MUMEETCs
BO3MOKHOCTh NIEpe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IIEKTPOHHOUM MOUTOM:

* Hano BbIOpaTh NMpaBUJIBHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CThb OTPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4dllle TOBEPATH TEM, KOrO 3HACLIb U
KTO IEPBBIA B PEUTHHTE;

* He yka3piBait B 1ruHOM nouTe auuHyio nHpopmaiuio. Hanpumep, mydiie BeIOpaTh
«MY3bIKaBbHBIN _(haHaT(@» unu «pok2013» BMecTo «Temal3»;

* Hcronb3yil ABYX3TalHYI0 aBTOPU3aLMI0. JTO KOrJa IOMHMO Mapoyisi HYXHO
BBOJUTH KOJI, pUCHLIaeMbIii o SMS;

* Beibepu croxHbIN maposib. J[J1s Kaa0ro MOYTOBOTO SIITUKA JIOJKEH OBITH CBOMU
HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY I1apOJib;

* Eciin eCcTh BO3MOKHOCTh HaIMCaTh CAMOMY CBOUW JIMYHBIN BOIIPOC, UCIIOJIb3YH ITY
BO3MO>KHOCTB;

* Mcnosib3yi HECKOJIBKO IMOYTOBBIX SAIIMKOB. IIepBBIN U1 4acTHOM IEPEHUCKHU C
azpecaTaMy, KOTOPBIM Thl JOBEPSACIIb. JTO AJIEKTPOHHBIN aIpec HE HAJO0 UCIIOJIb30BATh
IIPU pETUCTpALMKU Ha popymax U calTax;

* He otkpbiBaii (aiinel U Ipyrue BIOKEHUS B MUCbMax JIa)ke €CJIM OHU MPUIILIU OT
TBOMX Jipy3ei. JIydle yTOuHH y HUX, OTIPABIISUTN JIM OHM TeOe 3TU (paiiibl;

* [locne okoHuyaHust pabOTHl Ha MOYTOBOM CEPBHUCE IEpE] 3aKPHITUEM BKIAJIKHU C
caiToMm He 3a0yab HaXKaTh Ha «BeiATm».

Ku0epOy/sIMHT WM BUPTYyaJIbHOE U3/1€BaTeIbCTBO
KubepOymmmHr — TpeciieoBaHUEe COOOIICHUSIMU, COACPIKAIIMMHU OCKOPOJICHUS,
arpeccHio, 3amyruBaHUE; XYJIWTAaHCTBO; COIMAIbHOE OOWKOTHPOBAHHE C TOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.



OcHOBHBIE COBETHI 10 60pHOE ¢ KHOEPOYIUTUHTOM:

» He Opocaiics B 60#. JIydmmii ctoco6: mOCOBETOBATHCSA KaK ce0s1 BECTU U, €CJIH HET
TOT0, K KOMY MOHO OOpaTUThCS, TO BHAYaJle YCIOKOUThCA. Ecnu Thl HauHeIb OTBEYATh
OCKOPOJIEHUSIMU HA OCKOPOJIEHHUS, TO TOJIBKO €111e OOJIBIIE Pa30KKeTh KOHPIUKT;

* Yrpagisaii cBoei KubeppenyTraiuei;

* AHOHUMHOCTH B ceTd MHUMas. CylIecTBYIOT COCOObI BBISICHUThH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM,;

* He crout Bectu Xynuranckuit oOpa3 BUPTyalibHOM kU3HU. IHTEpHET Pukcupyer
BCE TBOM JICCTBUS U COXpAHSET UX. Y JAIUTh UX OyJeT KpaliHe 3aTpyTHUTEIHHO;

» CoOmrofiaii CBOYM BUPTYaIbHYIO YECTh CMOJIONY;

* Urnopupyil enuHU4YHbIA HeraThB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHUS
Jy4uie UIrHopupoBaTb. OOBIYHO arpeccus MPEeKpalaeTcss Ha Ha4aJlbHOM CTa/INH;

« ban arpeccopa. B mnporpamMax oOMEHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAIBHBIX CETSAX €CTh BO3MOYKHOCTb OJIOKMPOBKH OTIPAaBKH COOOUIEHUH C
ONpEEIEHHBIX aPECOB;

 Ecoim 1Bl cBugerens kuOepOymnuHra. TBOM JAEWCTBUA: BBICTYNIUTH IPOTHUB
IIpECIIeI0BaTENs, IOKA3aTh €MY, UTO €ro JICUCTBUS OLIEHUBAIOTCS HEraTUBHO, MOIJEP/KATh
KEpPTBY, KOTOPOH Hy)XHa ICHUXOJOTHYECKasi MOMOILb, COOOLIUTH B3pOCIBIM O (QakTe
arpecCUBHOIO ITOBEJCHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMmeHHbIE CMapTQOHBI M IUIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIbII
(yHKIIMOHAJ, U TENEepPb OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIBLIOTEPAMH.
OnHako, CpeaCTB 3alIUThI 711 TOJOOHBIX YCTPOMCTB MOKA OYE€Hb Majio. TeCTUPOBaHUE U
MOUCK YSI3BUMOCTEN B HUX MPOUCXOIUT HE TaKk MHTEHCUBHO, Kak s 11K, To ke camoe
KacaeTcs M MOOWIbHBIX TpuioxkeHuil. CoBpeMeHHble MOOWJIbHBIE Opay3epbl yxke
MPAKTUYECKU JIOTHAIM HACTOJBHBIE aHAJIOTH, OJIHAKO pacIIupeHue (QyHKIMOHAA BIICUET
3a co00il OOJBUIYIO CJIOXKHOCTh M MEHBIIYIO 3allMIIeHHOCTh. Jlaneko He Bce
MIPOU3BOAUTENN BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIONINE KPUTUUYECKUE YS3BUMOCTH IS
CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI1 0€30MaCHOCTH MOOMJILHOTO TesiepoHa:

» Huuero He saBisieTcs mo-HacTosIIeMy OecriaTHRIM. byb ocTopoXkeH, Bellb Koraa
Tebe mpejuiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IUIATHBIE
YCIYTH;

» Jlymaii, pexze yeM otnpaBuTh SMS, ¢oTo win Bujueo. Thl TOYHO 3HAEIHIb, T
OHM OYJIyT B KOHEUHOM HUTOTE?

* Heo6x01uMo OOHOBIISTE ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(oHa;

* Vcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJ11 MOOUJIBHBIX TEJIE(POHOB,;

* He 3arpyxaii NpuaoXeHUST OT HEU3BECTHOI'O HCTOYHWKA, BEAb OHH MOTYT
COJIEpKaTh BPEAOHOCHOE MPOTPaMMHOE 00ECTICUCHHUE;

* [Tocyie TOro Kak Thl BBIMJICIIIH C CaiiTa, TJie BBOAWI JUUHYI0 HHGOPMAIIUIO, 3ali]I1 B
HACTpOWKH Opay3epa u yaanu cookies;

* [lepuognyeckn TPOBEPSIH KaKWe IUIATHBIE YCIYTW AKTUBUPOBAHbBl HA TBOEM
HOMEpE;

» J[aBait cBOf HOMEp MOOMIILHOTO Telie(hOHA TOBKO JIFOASM, KOTOPBIX Thl 3HACIIIb U
KOMY JIOBEpSEIIIb;

* Bluetooth gomken ObITH BBIKIIOUEH, KOTZla Thl UM HE Mojb3yeuibes. He 3a0biBait
MHOT1a IPOBEPATH 3TO.



Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPBl — 3TO KPACOYHbBIC, 3aXBaTbIBAIOLIME pPa3BICUYCHUS,
O0OBEUHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku uccienyror JaHHBIA UM
MUp, OOIAIOTCS JIPYr C JIPYroM, BBIMIOJHSIOT 3aJaHusl, CPa)XaroTcs C MOHCTpaMU U
MOJIYYaIOT OMBIT. 32 YJIOBOJILCTBUE OHU IUIATST: MOKYNAIOT IUCK, OIJIAYMBAIOT A0OHEMEHT
WJIM IPUOOPETAIOT KAaKUEe-TO OIIIUU.

Bce aTu cpencrBa uAyT Ha NOAAECPKAHUE M PA3BUTHE WIPHI, a TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIUMH, BBITYCKAIOTCS HOBBIE MATYU
(undpoBsIe 3aMIaTKH IS IPOrpaMM), 3aKpBIBAIOTCS YSA3BUMOCTH cepBepoB. B mogo0HbIX
Urpax CTOMUT ONAacaTbCs HE CTOJBKO CBOMX COIIEPHHUKOB, CKOJIBKO KPaXKH TBOETO ITApOJI,
Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIMH OOJIBIITMHCTBA UTP.

OCHOBHBIE COBETHI IO O€30MIACHOCTU TBOETO UTPOBOTO aKKAyHTA:

 Ecnu pgpyroit urpok Bemer cels IJIOXO WIM CO3laeT TeO€ HENPUATHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

* Iloxamyiica agMHUHHMCTpATOpaM WUIPbl Ha IUIOXOE€ IOBEACHHUE JTOTO HIPOKa,
JKEJIaTEIbHO IPWIOKUTh KaKKE-TO TIOKA3aTeIbCTBA B BUJIE CKPUHOB;

 He ykaspiBait 1nunyto nHopmaiuio B npodaisie urpsi;

* YBaxkall Ipyrux y4aCTHUKOB I10 UIPE;

* He ycranaBnuBaii HeoduMaabHbIe TaTYU U MOJBL;

* cnonb3yi Cl0KHBIE U pa3HbIEC MApOIIH;

* Jlasxxke BO BpeMsl UTPbI HE CTOUT OTKIIIOYATh aHTUBUpYC. [loka Tl urpaems, TBON
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIUHT WM KPAXKa JTHYHBIX JAHHBIX
OOBIYHON Kpa)kel AEHEer W JOKYMEHTOB CEroJlHs y>K€ HUKOIO HE YAMBUIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTHM 3JIOYMBIIUIEHHUKN TEPEMECTUINCh B HMHTEPHET, U
IPOJOJDKAIOT 3aHUMAThCS WIFOOMMBIM» AeNIoM. Tak MosBUIAch HOBasl yrpo3a: MHTEPHET-
MOIIIEHHUYECTBA WM (UILMHT, TJaBHAs 1LeJb KOTOPOrO0 COCTOMT B TOJYyYEHUH

KOH(HMICHIIMATBHBIX JaHHBIX IOJb30BaTeleii — JIOTMHOB M mapoieil. Ha anrmuiickom
s3pike phishing umtaercs kak ¢umuHr (ot fishing — poeiOHas noBis, password —
apoJib).

OcHoBHBbIE cOBeTHI 10 00pble ¢ QUIIMHTOM:

« Cneqn 3a cBOMM akkayHTOM. Eciu Thl Moj03peBaelib, 4TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca o0
ATOM KaK MOXHO CKOpee;

* Hcnonws3yii Oe3omacHble BeO-CaliThl, B TOM 4YHCJIEe, WHTEPHET-MAara3uHoB U
MTOMCKOBBIX CUCTEM;

* Mcnonb3y#t cokHbIE U pa3Hble mapoiau. Takum oOpa3oM, eciau Te0s B3IOMAaloT, TO
3JIOYMBIIICHHUKH TOJy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY MPOGUIIIO B CETH, a HE KO
BCEM;

* Ecnu Tebst B3momanu, TO HEOOXOAWMO MPEIyNpPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE JO0OABIEHB y TEOS B JAPY3bsiX, O TOM, YTO TeOS B3JIOMAd H, BO3MOXKHO, OT
TBOETO UMEHH OyJIET PacChUIAThCA CIIaM U CCHUIKU Ha (DUIITMHTOBBIE CANThI;

* YcranoBu HajexHbIi mapoiib (PIN) Ha MoOubHEIN TenedoH;

» OTKJIIOYM COXpaHEHue mapoisi B Opaysepe;

» He oTkppiBaii ¢aitnibl U Apyrue BIOKEHUS B MUCbMAaX JIaXKe €CJIM OHU MPUIUIA OT
TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIPABIISLIIN JIM OHU TeOe 3TH (pailiibl;



Mu¢posas penyrauus

[MudpoBas penyrtanusi - 3T0 HETaTUBHAS WJIM MO3WTUBHAs MHPOpPMAlLUS B CETHU O
tebe. KomnpomeTupyromas uHpopMaius pa3MelieHHass B UHTEPHETE MOXKET Cepbe3HbIM
o0pa3oM OTpa3uTbcs Ha TBOeW peanbHOM ku3HU. «lludpoBas pemyramus» - 3TO TBOU
UMUK, KOTOpbIA ¢opmupyercs u3 uHpopMmanuu o TeOe B HHTEpHETe. TBOoe MecTo
KUTEJIBCTBA, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHNE, OCOOCHHOCTH XapaKTepa U paccKasbl
0 OJIM3KKUX — BCE ATO HAKAIIUBAETCS B CETH.

MHorue TOIPOCTKH JIETKOMBICIICGHHO OTHOCSTCS K IMyOJHMKAluu  JIMYHOU
uHpopmanuu B HHTepHeTe, HE MOHMMAas BO3MOXHBIX TociencTBuid. Twl gaxke He
CMOXKEIIb J0TalaThCsi O TOM, 4yTo Qororpadusi, pa3MelleHHas 5 JeT Ha3ad, craja
MIPUYUHON OTKa3a MPUHATH T€0s Ha paldoTy.

KomMmenTapuu, pasmemienue TBoux (ortorpaduii u apyrue NEUCTBUS MOTYT He
HCUYE3HYTh JAXE ITOCJIE TOrO, KaK Thl MX yAAIHIIb. [bI HE 3HACUIb, KTO COXPAaHWI JTY
nH(popManuio, nonaja Jid OHa B MMOMCKOBBIE CUCTEMBI U COXPAHMWJIACH JIM OHA, a TJIABHOE:
4YTO MOAYMAlT O TeOe OKpYXKalollee JIIOJAU, KOTOpble HAWAyT U YBUIAT 3To. HaiiTu
MH(GOPMALIMIO MHOTO JIET CITYCTS CMOJKET JIF000H — KakK U3 10OpBIX MOOYXKACHUM, TaK U C
HaMEpEeHUEM NPUYUHUTH BPeJ. DTO MOKET ObITh KTO YTOIHO.

OcHoBHBIE COBeTHI M0 3aUTe NM(POBOM pPemyTALMH:

* [lonymaii, mpexxae yeM 4To-TO IMyOJIMKOBaTh M NepenaBarh y ceds B OJore Uiy B
COIIMAJIbHOM CETH;

* B HacTpoiikax nmpoduiisi yCTaHOBU OIpaHUYEHUsI HA MPOCMOTP TBOETO MPOoPuIIs u
€ro COAEP>KUMOTO, CIAETIAN €ro TOJIBKO «IUISl APY3Ei»;

« He pa3memaid u He yka3bpiBail MH(MOpPMANUIO, KOTOpas MOXET KOro-imdo
OCKOPOJISITh UM OOUXKATh.

ABTOpCKOE IPABO

CoBpeMeHHbIE MIKOJbHUKH— aKTUBHBIE MOJIb30BATENM LU(PPOBOro MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMH BO3MOXHOCTSIMU LU(DPOBOTO
MHUpa TpeOyeT COONMI0ACHUS IPaB Ha HHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «UMHTENIEKTyalbHasi COOCTBEHHOCThY OTHOCHUTCS K Pa3IMYHbIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauWHas C HOBBIX H300peTEeHUl M 3HAKOB, 0003HAYarOMIMX
COOCTBEHHOCTh Ha TMPOAYKTHI U YCIHYyTd , W 3aKaHYWMBas KHUramu, ¢GoTorpadusimu,
KMHO(UIbMaMH U MY3bIKaJIbHBIMHU MPOU3BEICHUSIMH.

ABTOpCKHe MNpaBa — 3TO IpaBa Ha HWHTEIUICKTYaJbHYI0 COOCTBEHHOCTb Ha
MPOU3BEACHUS HAyKW, JIMTEPATYyphl M HCKYyCCTBA. ABTOPCKHE ITpaBa BBICTYHAKOT B
KauecTBe rapaHTHUH TOr0, YTO HHTEJUIEKTYaJIbHBIA/TBOPUYECKUN TPy aBTOpa HE Oyner
HaIlpacHbIM, JaCT €My CHpPaBEAJIMBbIE BO3MOKHOCTU 3apaboTaTh HA pe3yJibTaTax CBOErO
TpyJla, MOJYyYUTh U3BECTHOCTh M INpu3HaHue. Hukto 0e3 paspeleHus aBTopa HE MOXKET
BOCIIPOM3BOANTH €ro MPOU3BEICHUE, PACHpPOCTPaHATh, MYOJUYHO JIEMOHCTPUPOBATH,
poJlaBaTb,  HUMIIOPTUPOBATh, MYyCKaTb B  MPOKAT, MyOJIMYHO  HMCHOJHATH,
MOKa3bIBaTh/UCIIOJIHATH B 3(pupe uinu pazmeniats B IuTepHere.

Hcnonp30BaHue «IUPaTCKOT0» MPOrPAaMMHOr0 OOECIeUeHUs MOXKET NMPUBECTH K
MHOTUM pHUCKaM: OT MOTEepH JaHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKH TBOETO
YCTPOWCTBA, TJI¢ YCTAHOBJICHHBIA HE JeTaabHas mporpamMma. He cTouT Takke 3a0bIBaTh,
YTO CYLIECTBYET JIETAIbHbBIE 1 OECIUIaTHBIE TPOrPaMMBbI, KOTOPbIE MOXHO HATH B CETH.



