NudopmanuoHHas naMATKa AJ1s1 00y4AKIIHXCS

C KaxaplM TOJAOM MOJIOACKH B MHTEPHETE CTAaHOBUTHCS OOJBIIE, a
IIKOJbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U IPOOJIEMBI.
Ota naMATKa J0JKHA TOMOYb Te0e 6e30IacHO HaXOAUTHCS B CETH.

KommneroTepHbie BUPYCHI

KoMIbroTepHBIE BUPYC - 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX IMPOTPaAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTo Obliia
3almynieHa 3apaxEéHHash mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEPallMOHHYI0 CHCTEMY CO BceMHU (aiijamu B LeJIOM. B OOJIBIIMHCTBE cilydyaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonb! 3aUThI OT BPEIOHOCHBIX IPOIPaAMM:

1. Mcnosib3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. llocrossHHO ycTaHaBiMBal madtu (UU(QPOBBIE 3aIVIATKU, KOTOPBIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C II€JIbIO JOPAOTKM MPOrpaMMbl) U JIpyrHe
OOHOBJIEHUSI CBOEH omepauoHHON cuctembl. CkauumBall HX TOJBKO C
opunmanbHoro caira paszpadorunka OC. Eciaum CylecTByeT  pekuMm
aBTOMATUYECKOr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabortaii Ha cBoeM KOMIIBIOTEpE IMOJ IMpaBaMH IMOJIb30OBATENsI, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcrnons3yih aHTHUBUPYCHBIE NPOrPAMMHBIE IPOAYKTBI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanuub pU3NUECKUM JOCTYH K KOMIBIOTEPY 7151 HIOCTOPOHHUX JIMLL;

6. Wcnonp3yil BHEIIHWE HOCUTEIM HH(OpMalMH, Takue Kak (iemnika, JUcCK
Win (paiia U3 UHTEPHETA, TOJIBKO U3 IPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIC (halibl, MOJYyYEHHbIE W3 HEHAIAEKHBIX
ucTOUYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUCal TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BUA niepeayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEH/I,
mapka. Eme B 1991 roay HuaepiaHickas KOMIAaHUS 3apervucTpupoBajia OpeH.
«WECA», uto o6o3Hauano crnoBocoueranue «Wireless Fidelity», koTopsbrit
NEePEeBOAUTCS KaK «OecpOBOAHAS TOUHOCTDY.

Jlo Hamero BpeMeHu jaouuia apyras abOpeBuarypa, KoTopas sSBISE€TCS TaKou
ke TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BhICHIMN 3ByKoBouW TexHuku Hi-Fi, uto B mepeBome
O3HAYaeT «BBICOKAs TOYHOCTHY.

Ja, 6ecriiaTHBI MHTEPHET-IOCTYN B Kade, OTeIsIX M a’dporoprax sBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme 3KcnepTsl CUUTAIOT,
yTo obmenoctymupie Wi-Fi ceTu He sBAstOTCS 6€30MaCHBIMHU.



CoBetsbl 10 0e30mMacHOCTH paboTe B 00men0CTyHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro JinuHyro wHpOpMaIuio yepes obrienoctynHabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOJAMUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢Qynkiuio «OOmui moctyn kK
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHHUIO, OIHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCIIOJIB30BAHUS B paboTe
WM ydeoe;

4. He wucnone3yid nyOommunbii WI-FI 1nns nepenaum JWYHBIX JTaHHBIX,
HaIrpuMep JJIsl BBIXOJIa B COLIMATIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Nnonw3yh Tonpko 3amuineHHoe coenuHenne uyepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOmieHOM Tenedone otkimoun (yHkiuio «[lonkmodenne k' Wi-Fi
aBTOMarndeckn». He nomyckaidi aBTOMaTHYECKOTO MOJAKIIOYEHHUS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouunanbHbI€ CETH

CornuanbHble CeTH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIFOAN pabOTaIOT
U KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructprupoBaH MIIITHAP]T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHA W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJE HE 0053aTeNbHO C
OJIaruMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIMATIBHBIX CETSIX:

1. Orpanuys crucok apy3ei. ¥ 1e0s B py3bsiX HE JOJKHO OBITh CIIyYalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amumai CBOIO YacTHYIO XHU3Hb. He ykaspiBail mapoiu, TenedOoHbI,
aiapeca, JaTy TBOEro POXICHUS W JPYryl0 JHUYHYIO  HHGOPMAIHIO.
3110yMBIIUICHHUKHA MOTYT UCIIOJIb30BaTh JakKe MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POAUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinai cBOIO PeImyTalnio - ICPKHU €€ B YUCTOTE U 3a7aBail cebe BOIpocC:
XoTenl Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BHJIEIH, YTO ThI 3arpyKaemib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBAaTh, HAITUCATh U 3aTPy3UTh;

4. Ecnu Tbl TOBOpUILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCIIOJIb3YH CBOE
pealibHOe UMS U APYTYIO JUYHYI0 MHOOPMALMK: UM, MECTO >KUTEJILCTBA, MECTO
y4eObl U poyee;

5. N36erait pasmenienust pororpaduii B UHTEpHETE, IAe Thl M300pa)xkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO ONPEACIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpm peructpaniu B COLHMAIBHOM CETH HEOOXOAUMO HCIIOJIb30BaTh
CJIOXHBIEC TIAPOJIH, COCTOSIIUE U3 OYKB U IU(P U C KOJUISCTBOM 3HAKOB HE MECHEE
8;

7. Hns  couMambHOM CETH, TMOYTBI W JPYTUX CANTOB HEOOXOIUMO
WCITIOJIB30BATh pa3Hble mapoyn. Torma ecinu Te0s B3IOMAIOT, TO 3JTI0YMBITIUICHHUKH
MOJIy4yaT JOCTYM TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.



DNEeKTPOHHbBIE IEHbI U

DNEKTPOHHBIE JEHBIU — 3TO OYEHb YJIOOHBIN CIIOCOO IIATEXKEW, OJHAKO
CYILLECTBYIOT MOLIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JEHBIU.

OJIEKTPOHHBIE JEHBIM MOSBWINCH COBCEM HEAABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX I'OCyAapCTBax O CUX IIOp HE IPOIHUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIIMOHUPYIOT M O HUX YK€ IIPOIIMCAHO B 3aKOHE, I7I€ UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - AaHOHUMHBIE M HE aHOHUMHBIE. Pa3Huna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellIaeTcs MPOBOAUTH oOmepanuu 0e3
UACHTU(DUKAIINY TOJIH30BATENS, & B HEAHOHUMHBIX UICHTU(UKAIIMY TT0JIH30BATENs
SBIISIETCS] 00S3aTEIHHOM.

Taxxe craemyer pa3nuyaTh JJICKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M DSJEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AICKTPOHHBIMU JICHbIAMU:

1. IlpuBsixu kK cueTy MOOWIBbHBIN TenedoH. DTO caMblii YI0OHBIN U OBICTPBIT
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TenedoH MOMOXKET, €Ciu
3a0yJienb CBOM IUIaTEXHBIM MMapojib WM 3alJellb Ha CalT C HE3HAaKOMOTo
YCTPOMCTBA;

2. Hcnonp3yii ongHopas3oBble mnaponu. llocime mnepexona Ha yCUIIEHHYRO
aBTOpHU3aLMI0 TeOe yXe He OyJeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM IepexBaTa
IIJIATEKHOTO MAPOJIS;

3. Beibepu cioxHblid napoib. IlpecTynHukam Oyaer HE MPOCTO yraaarhb
CJIIOKHBIM Mapoib. HanexxHele maponu — 3TO MAapoiM, KOTOPBIE COIAEpXkKaT He
MEHee 8 3HAKOB M BKIIIOYAIOT B €€0sl CTPOYHBIE M MPOMHUCHBIE OYKBBI, U(DPHI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HaK J0JUi1apa, (PyHTa, BOCKIMIIATENIbHBIN 3HAK U
T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JTUYHBIC JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILIb.

DNeKTpOHHAs TOHTA

DNEeKTpOHHAs NOYTa — 3TO TEXHOJIOTHS U MPEJOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOIYYECHHIO AIEKTPOHHBIX COOOIEHUH, KOTOPBIE paCIpeesioTCs B
KOMIBIOTEpHOW ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUAT
CIIEYIOIKUM 00pa3oM: UMsI_TOJIb30BaTeNsi(@uMs_aoMeHa. Taxke Kpome rnepeaadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeaBaTh (ailiibl.

OcCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe C AIEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh NpaBWIbHBIA TMOYTOBBIA cepBHUC. B UHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyYIIEe TI0BEPATH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He yka3piBaii B TMUHOM NouTe JUUHYI0 MH(opMmanuto. Hanpumep, mydine
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «TteMall3y;

3. HMcnonp3yil OBYX3TalHYI AaBTOPU3ALMIO. DTO KOrJa MOMHMO HapoJs
HY>KHO BBOJUTH KO/JI, TpUChUIaeMbIi 1o SMS;

4. Beibepu CI0XKHBIM TTapotb. [ KaXX0ro moYTOBOIO SIIHUKA JTOHKEH OBITH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTb BO3MOJKHOCTH HAIllMCAaTh CaMOMY CBOM JIMYHBIM BOIIPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTb;



6. Hcnonb3yil HECKOJBKO TMOYTOBBIX SIIUKOB. IlepBblil 1 YacTHOM
MEPEINNCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSECHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMax U CalTax;

7. He oTkpwiBaii (aitnel U Apyrue BIOKEHHS B MUCbMaxX Ja)Ke€ €CIU OHH
IOPUILIA OT TBOUX Apy3el. Jlydille yrouHM y HUX, OTHPABISUIA JIM OHU TeOe 3TU
(baiisr;

8. Ilocne oxoHuanusi pabOThl Ha MOYTOBOM CEpPBUCE MEpe] 3aKphITHUEM
BKJIQJIKU C CATOM He 3a0y/1b HaXaTh Ha «BBIATIY.

KubepOymumiHT WiIn BUPTYaIbHOE U3CBATEIHCTBO

KubepOymmmHar —  mpecieoBaHWe  COOOIMICHUSMH,  COACPIKAITUMU
OCKOpOJIeHMS, arpeccuro, 3aIyTMBaHUE; XYJINTAHCTBO; COLMAIIBHOE
OOMKOTHUPOBAHKE C TOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KNOEPOYIITMHIOM:

1. He Opocaticsa B 6oii. JIyumuii crmoco0: TOCOBETOBAThCS KaK ceOsl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHayajue yCHOKOWThCs. Ecimu Tbl
HAYHEIIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO eIle OoJIbiie
Pa3oXKeINb KOH(IIHUKT;

2. Yupapnsii cBoeit kubepperyTaiuei;

3. AHOHUMHOCTh B ceTu MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJIHMIaHCKUH 00pa3 BUpPTyaldbHOW Xu3HU. MHTEpHET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobmroail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyit enuHuuHbld HeraTuB. (OIHOPA30BbIE OCKOPOUTEIHHBIC
COOOIIeHUsT Jydyllle MWrHOpupoBaTh. OOBIYHO arpeccusi MpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKUA COOOIIECHUH C
ONPEAEIIECHHBIX aJIPECOB;

8. Ecnu Tb1 cBumeTens kubepOyuinHTa. TBOM JNEHCTBUSA: BBICTYINUTH MPOTHUB
IpeciieioBaTens, IMOKa3aTb €My, 4YTO €ro JACHMCTBUS OLICHUBAIOTCS HETATUBHO,
MO/JIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOITUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MoO6unbHBIN TenedoH

CoBpemeHHbIe cMapTHOHBI U TJIAHIIETHI COJIEPkKaT B ceOe BIIOJIHE B3POCIIBIN
byHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MMOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHWE€ W TIOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TaK
MHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpeMeHHbIE  MOOWJIbHBIE  Opay3ephl  yXKe€ MPaKTHYEeCKH  JOTHAIHU
HACTOJIbHBIE aHAJOTH, OJHAKO pacHpeHue (QyHKIMOHAla BIeYeT 3a CcoOoM
OOJBIIYIO CIIO)KHOCTH U MEHBIITYIO 3aIUIIIEHHOCTD.

Jlanexko He Bce TPOM3BOAWTENN BBITYCKAIOT OOHOBJICHHS, 3aKpPHIBAIOIINE
KPUTUYECKUE YA3BUMOCTH ISl CBOUX YCTPOMCTB.



OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

1. Huuero He siBIsieTcsl MO-HACTOsIIIEMY OecIiiaTHBIM. Bynib ocTopoxeH, Belb
Korjia Tebe mpeayiaratoT OeCIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

2. dymait, mpexe yem otnpaButb SMS, ¢hoTo unu Buaeo. Tol TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

3. Heo6xoammo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

4. Ucnionb3yit aHTUBUPYCHBIE TTPOTPAMMBI JIJIs1 MOOMIIBHBIX TEIE(POHOB;

5. He 3arpyxail puioxKeHUsI OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

6. ITocie Toro Kak Thl BBIIIEIIL C CaliTa, I7ie BBOAWI JIMYHYIO HH(POPMAIIHUIO,
3aiiIi B HACTPOMKHM Opay3epa u ynanu cookies;

7. llepnonnuecky MpoBepsAl Kakue IUIaTHBIE YCIYyTH aKTHBUPOBAHbI HA TBOEM
HOMEpE;

8. JlaBaii cBOIl HOMEp MOOMJIBHOIO Tesie(OoHA TONBKO JIOASM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSCIIb;

9. Bluetooth nomkeH ObITh BBIKJIIOUEH, KOTJa Thl UM HE moJib3yemibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UTPBI - 3TO  KpPAaCOYHBIE, 3aXBaThIBAIOLIUE
pa3BiieyeHus, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JaHHBIA UM MHp, OOIIAIOTCS APYr C APYIOM, BBIMOJHSIOT 3aJaHus,
CpPaKalOTCSI C MOHCTpPAMHM M TOJY4YalOT ONBIT. 33 YIOBOJBCTBUE OHM IJIATAT:
MOKYMNAaloT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3T cpenctBa uAyT Ha NOAJIEp )KAHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (IUQpPoBbIE 3aIIaTKU AJI IPOrPaMM), 3aKPIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX WIpax CTOMT omacaTbCsi HE CTOJBKO CBOMX COIEPHHMKOB,
CKOJIBKO Kpa)XM TBOETO IapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnmu apyroit urpok BeAeT ceOs TUIOXO WU CO3/JacT Te0e HEMPHUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamnyiicss aAMUHUCTPATOPAM HUIPhI HA TJIOXOE MOBEACHUE 3TOTO UTPOKA,
KenaTelIbHO MPUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3biBail tnuHyto nHGopMaluio B mpodaiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycrananuBait HeopuimaabHble TaTYH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MMAPOJIH;

7. JJaxe BO BPEMsI UTPbI HE CTOUT OTKJIFOYATh aHTUBUPYC. [loka Tl urpaemis,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

QUIIMHT WM Kpa)a JIUYHBIX JAHHBIX

OObIYHOM Kpaxeil AeHer U TOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAMBHIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUH 3J0YMBIIUIEHHUKH IEPEMECTUIIUCH B
UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.



Tak mosiBUIachL HOBas Yrpo3a: WHTEPHET-MOIICHHUYECTBA WA (DUIITHHT,
rJIaBHas 1eJdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIMAIbHBIX JaHHBIX
M0JIb30BaTENIeW — JIOTMHOB U maposeil. Ha anrmuiickoM si3bike phishing yurtaercs
kak ummHr (0T fishing — prIOHas J10BIIA, password — mapoJib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBOoUM akkayHTOM. Eciiv Thl mMojo3peBaellb, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXoAMMO  3a0JIOKUpOBaTh €€ M COOOIIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpeEe;

2. Ucnonp3yi 6e3onacHble BEO-CATHI, B TOM YHWCJIE, HHTEPHET-Mara3uHoB U
MTOVICKOBBIX CHCTEM;

3. Ucnonb3yil cinoxHbIE W pa3Hble Mapoiau. TakuMm o00pa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH MOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3j1OMalu, TO HEOOXOJIMMO MPEIYyNpPEeIUTh BCEX CBOMX
3HAKOMBIX, KOTOPbIE JOOABJIEHBI y T€OsI B APY3bsX, O TOM, 4TO T€Os B3JIIOMAIH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET pacchlIaThCs ClaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN Tene(OH;

6. OTKII0UM COXpaHEHHe Maposis B Opaysepe;

7. He otkpbiBaii (aliil W JApyrue BIOKEHHUS] B MUCbMaX JaXKe €CIU OHU
MPUILIA OT TBOWX Apy3eH. Jlydime yTouHw y HUX, OTIPABISIIN JIM OHH TeOE ATH
(baibl.

[Mudposas penyrauus

[Mudposas pemyramusi - 3TO HETaTUBHAS WM TO3UTHBHAs WHGOpMAIUsI B
cetu o Tebe. Kommpomerupyromass uHbopmaius pasMelleHHas B HHTEPHETE
MOET CEPbE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peasbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBINA hopMHUpyeTCss U3 UHPopMaluu o Tede B
WHTEPHETE.

TBoe MecTO IKUTENbCTBA, YydeObl, TBOE (DUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapakTepa M paccKazbl 0 OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue mOAPOCTKU JIETKOMBICICHHO OTHOCATCS K IyOJHMKAIMK JIMYHON
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCiencTBuil. Thl maxe He
CMOJKEIIb JIOTaIaThCs 0 TOM, 4To (poTorpadus, pa3MelleHHas 5 JIeT Ha3ald, crajia
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KoMmmenTapuu, pasmenienne TBoux (ororpaduil M Qpyrue IeHCTBHSI MOTYT
HE WMCYE3HYTh JaXe IOCJAE TOTro, KaK Thl WX yJIajdullb. bl HE 3HACIIb, KTO
COXpaHWJ OTy wuH(OpMamMio, Tomajga JHU OHAa B TIOMCKOBBIE CHCTEMBI H
COXpaHWJIach U OHA, a TJIABHOE: YTO TOAYMAalT O TeOe OKpy’Karollee JIIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHOpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 H0OphIX OOYKICHH, TaK U C HAMEPEHUEM MPUYHUHUTD BPEl. ITO
MOET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI TI0 3aIIUTE U(PPOBOI permyTaIuu:

1. IMomymaii, mpexae 4em 4To-TO MyOJIMKOBATh U TiepenaBaTh y ce0s B Ojore
WJIK B COLIMAJILHOM CETH;



2. B mactpoiikax mpoduisi yCTaHOBH OrpaHUYEHHs Ha MPOCMOTP TBOETO
npouiIs ¥ €ro COAEP>KUMOT0, CIETal ero TOJIBKO «JUIs IpYy3€eiD»;

3. He pa3Mmeniail u He yka3bpiBail MH(OpMaLKIO, KOTOpasi MOXKET KOTro-iau0o
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IIPaBoO

CoBpeMEHHbIE  IIKOJIBHUKU-  AKTHBHBIE  IOJIb30BaTEIM  LU(POBOro
npoctpancTBa. OAHAKO JAlEeKO HE BCE 3HAIOT, YTO II0JIb30BAHUE MHOTMMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmIofeHHWs MmpaB  Ha
UHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

TepMuH «UHTENNIEKTyalbHAss COOCTBEHHOCTH» OTHOCUTCS K Pa3iHMYHBIM
TBOPEHHUSIM YEJIOBEUECKOr0 yMa, HayMHAas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTU , U 3aKaHUYMBas KHUTAMH,
doTorpapusiMu, KHHOPUIBMAMHU U MY3bIKAJIbHBIMUA TPOU3BEICHUSAMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JTUTEPATyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukro 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocCTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBaTh, IpPOJaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAaT, MyOJIMYHO HCIOIHSTH, MOKA3bIBATH/UCHIONHATE B d(UpE HIU
pasmemats B MHTEpHETE.

Hcnonb3oBaHWE  «IUPATCKOr0»  MPOTPAMMHOIO  OOECHEYEHHS]  MOMKET
OpPUBECTH K MHOTMM pHCKaM: OT TMOTEPH [aHHBIX K TBOMM aKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOWCTBA, I'/I€ YCTAHOBJIEHHBIM HE JierajibHas Mmporpamma.
He crout Takxe 3a0bIBaTh, 4YTO CYIIECTBYET JIErajibHble W OECIUIaTHbBIE
IpPOrpaMMbl, KOTOPbIE MOKHO HAMTH B CETH.

O noptaine

CeTteBUYOK.p( - TBOI IJIaBHBIA COBETYHMK B CETHU. 3J1€Ch Thl MOXKEIb y3HATH O
0€30MacCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKKe NPUHATH y4acTue B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



